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Second Annual PILON Cybercrime
Workshop Agenda
Combatting Online Child Abuse in the Pacific

Empowering communities to work together to deter,
detect and prosecute online child abuse and cyberbullying

Day 1, Tuesday 12 June—Challenges and responses to online child abuse

08:30
09:00

09:30
10:15

10:45

11:30

12:15

12:30
13:30

14:30
15:00

17:00

Arrival and Registration
Opening Ceremony

Group photo and morning tea
Welcome by PILON Cybercrime Working Group Chair

‘Aminiasi Kefu, Acting Attorney General and Director of Public Prosecutions, Kingdom of Tonga

Creating a safe and positive online environment
Examining the nature of the problem of child abuse and cyberbullying and designing a response
Paul Griffiths, Victim Identification Manager, Queensland Police Service

The Budapest Convention as framework for combatting online child abuse
Cosmina Menghes, Senior Project Officer, Council of Europe, and Catherine Smith, Expert, Council of
Europe

Workshop overview and the way ahead
Jennifer Hyatt, International Legal Assistance, Australian Attorney-General’s Department
Lunch

Cyber safety and community awareness

Empowering the community to have positive experiences online

Glyn Lewis, Vanuatu Australia Policing and Justice Program, Australian Federal Police,
and Alex Ash, Australian Office of the eSafety Commissioner

Afternoon tea

The role of telecommunications and social media in combatting online child

abuse and bullying
Catherine Smith, Expert, Council of Europe (Chair), Jeff Wu, Facebook, Peter Froelich, Telstra, Tonga
Communications Cooperation, and Digicel

Close

Evening workshop event organised by Tonga



Day 2, Wednesday 13 June —Investigating online child abuse

08:30
08.45

10:00
10:30

11:30

12:30
13:30

14:30

15:30
16:00

16:45

17:00

Re-cap and planning

Pacific Perspectives — country overviews
Each country delegation to provide a 5 minute overview of their experiences with online child abuse
and cyberbullying, including recent cases and investigative challenges they have experienced

Morning tea

Criminalising child abuse - legislative challenges and cyberspace

Nathan Whiteman and Janine McFarlane, Australian Attorney-General’s Department, and
Stephanie J. Lister, Deputy Criminal Chief Project Safe Childhood, CyberCrime & National Security
Coordinator, U.S. Attorney's Office

Law enforcement experiences in investigating child abuse online
Glyn Lewis, Australian Federal Police, and Paul Griffiths, Queensland Police Service

Lunch

Unpacking technology to investigate online crime
Taking a look at what ‘off the shelf’ investigative products are available and how they can assist
Gordana Vujisic, INTERPOL Crimes against Children Unit, and Paul Griffiths, Queensland Police Service

PRACTICAL SESSION 1: Gathering the evidence and constructing the case
Facilitated group discussion examining the criminal conduct, investigative challenges, and how to
present complex digital information to prosecutors as a part of a brief

Group A Leader: Detective Sergeant Damian Rapira-Davies

Group B Leader: Paul Griffiths

Group C Leader: Colm Gannon and Gordana Vujisic

Afternoon tea

Practical Group Work: Case study focus

Participants to work in groups on an assigned case study to identify key witnesses and sources of
evidence, how to take action to secure evidence, and develop a brief for prosecution. Groups will
present their findings on Friday

All speakers to be roving mentors

Reflections and reporting back
Teams to report back on what they have learned, what more they need to find out about.
Facilitated by Jonelle Lancashire, Pacific Islands Chiefs of Police

Close

Day 3, Thursday 14 June —Prosecuting online child abuse

08:45
09.00

10:30
11:00

Re-cap and planning

Pacific Perspectives — unpacking online child abuse investigations

A facilitated session allowing Pacific jurisdictions to share their experiences in greater depth

‘Aminiasi Kefu, Acting Attorney General and Director of Public Prosecutions, Kingdom of Tonga (Chair),
Salote Tagivakatini, Nauru Police Force, other Pacific participants TBC, and Jonelle Lancashire, Pacific
Islands Chiefs of Police

Morning tea

International law enforcement cooperation to combat child exploitation and

abuse

The importance of international cooperation, and some of the successes, pitfalls and challenges from a
law enforcement perspective

Nathan Whiteman, International Law Enforcement Cooperation, Australian Attorney-General’s
Department, Detective Sergeant Damian Rapira-Davies, Cybercrime Investigations,

New Zealand Police.
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11:45

12:30
13:30

14:30

15:00
15:30

16:45

17:00

Advocacy skills

Advocacy strategies, how to prepare and present sensitive materials to court, question vulnerable
witnesses and safeguard the mental health of officials involved in preparing the matter for court
Stephanie J. Lister, U.S. Attorney's Office, and Jon Emmett, Senior Federal Prosecutor, Commonwealth
Director of Public Prosecutions

Lunch
PRACTICAL SESSION 2: Preparing for Court

Evidentiary requirements and presentation, digesting a brief and categorising child abuse material
Group A Leader: Jon Emmett

Group B Leader: Stephanie J. Lister

Group C Leader: Nathan Whiteman

Practical Group Work: Case study focus

Participants to continue working together in groups on their case study, focusing on how to develop
their case for court

All speakers to be roving mentors

Afternoon tea

Practical Group Work: Preparing case study presentations

Groups to finalise presentations on their case study, identifying key findings, challenges and lessons
learned

All speakers to be roving mentors

Reflections and reporting back

Teams to report back on what they have learned, what more they need to find out about
Facilitated by Jennifer Hyatt, Australian Attorney-General’s Department

Close

Day 4, Friday 15 June—The role of the Pacific in combatting online child abuse

09:00
09:15

10:15
10:45

12.00
13.00

14:00

14:45
15:15

Re-cap and planning

Information Exchange & Victim Identification

How Pacific countries can contribute to the broader response to combatting online child abuse,
including referral of images to international databases

Gordana Vujisic, INTERPOL, and Paul Griffiths, Queensland Police Service

Morning tea

Presenting the result: Group case study presentations

Each to group present their assigned case study and findings to the Workshop, identifying key findings,
challenges and lessons learned

Arbiters: Jon Emmett and Stephanie J. Lister

Lunch

Creating a whole of government response to combat online child abuse
Catherine Smith, Expert, Council of Europe, and Senior Inspector Colm Gannon, Digital Child Exploitation
Team, New Zealand Department of Internal Affairs

Developing a forward leaning response in the Pacific

Facilitated opportunity for jurisdictions to identify what key steps they may take to strengthen their
ability to combat online child abuse

‘Aminiasi Kefu, Acting Attorney General and Director of Public Prosecutions, Kingdom of Tonga

Completion of feedback surveys

Close
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