[Use official letter head]

Direct request to service provider for voluntary disclosure of data

From: 	[Insert name of person making the request]
[Insert name of Agency/Judicial Authority]
[Insert telephone number with international codes]
[Insert official email address] 

[date] 

I, [name, rank, any badge number or other identifier of officer, prosecutor or judicial authority] have the required legal authority to submit this request and I am investigating the following offences:
· [offence 1] 
· [offence 2], and  
· [offence 3]. 
[bookmark: _GoBack]I make a direct request to [insert name of service provider] for voluntary disclosure of data for [include account identifier details – including any known IP address, telephone number, email address, IMEI number, MAC address, name].
The requested data was preserved in accordance with an earlier request for preservation issued by [authority and date of transmission of request and reference number] and transmitted to [indicate service provider/ legal representative/public authority to which was transmitted and reference number]. 
The account is linked to the investigation of [insert relevant information]. 
I request: 
Subscriber information 
· [further list what you need ie. name, address, date of birth and other information relating to the identity of the user/subscriber, date and time of first registration, copy of contract, profile information, debit or credit card information] 
Traffic data 
· [if for internet then IP connection records or logs, routing information, volume of data; for web hosting then logfiles, tickets, purchase history] 
I request this information for [insert date range requested and link to investigation]. 
Replies should be sent by email to [insert email address]. 
Do not inform the account user of our request. If it is not possible to preserve confidentiality, please notify me prior to executing this request. 
[Include the following if service provider data is not self-authenticating] We request that a statement of affidavit is provided authenticating the electronic evidence requested to confirm that you are the custodian. 
I confirm I have the required legal authority to submit this request and the contents are true to the best of my knowledge. Please contact me if any further information is required. 

Regards

[Name, signature and any official stamp of agency/judicial authority requesting]
[Name, signature of senior officer if law enforcement request (if needed)]

