[bookmark: _Toc40176894]Mutual Assistance Request Questionnaire for Law Enforcement

Instructions:
· Law enforcement must complete this questionnaire with as much information as possible to assist in the preparation of a formal mutual assistance request.
· Please provide all information relevant to this request.
· When completed, please email your questionnaire and any supporting material (e.g. statement of facts) to:
[insert your Central Authority contact information]

Note:
· The mutual assistance process can only be used to seek assistance to support, or further the investigation or prosecution of a criminal matter or proceeds of crime proceedings. It cannot be used for civil, family or similar matters. 
· Please fill out a new questionnaire for each country to which you want to make a request. 
· If at any stage you no longer require the assistance sought (e.g. the defendant pleads guilty) please let the Central Authority know as soon as possible.
· If you are seeking internet records: 
· Preservation is a prerequisite for making a request and must be done BEFORE submitting this questionnaire for making a request as it confirms the account being targeted still exists and reduces the risk of potential evidence being deleted before the request can be finalised.
· Preservation cannot be done by the Central Authority as only law enforcement can seek preservation requests.
· Please continue to extend / maintain preservation until the records are received from the foreign authority. Failure to maintain preservation may result in destruction of evidence. 
· Service provider contact information can be found at http://www.search.org/resources/isp-list/ or PILON Mutual Legal Assistance Handbook: Cybercrime & Electronic Evidence. 
· When seeking preservation of internet records please confirm:
· where the data is located, and 
· the address and country for service.
· Most service providers can provide subscriber data (that is, information provided by the subscriber when creating the account, and IP logs) on an intelligence basis to further your investigation.
· If you are asking for a search warrant or similar to be executed in the foreign country you will need to provide a similar level of detail in the request as you would if you were applying for a warrant in your country. This may be a higher threshold than would be required for a domestic search warrant or compulsory power. 
· For example, the US standard for a search warrant is probable cause. This requires that the information relied on to support the application for a search warrant is reasonably trustworthy, and the information warrants the belief an offence has been committed by a particular person or that a specific location contains evidence of a crime (e.g. the evidence available to you shows the specific email account contains evidence of the offending).  
· Material received in response to a mutual assistance request can only be used for the purpose stated in the request. Please ensure that you include details of all charges laid or contemplated, and details of all suspects/alleged offenders to whom the material may relate, including whether it may assist in the identification of as yet unknown persons.
· Requests can take a long time to be completed once received by the foreign country (up to 12 months, even if the request is not complex). 
If you have any questions, please contact [insert contact details].


MUTUAL ASSISTANCE REQUEST QUESTIONNAIRE

	1. Country to which request is to be made:
Only one country per questionnaire.
	Country
	2. Matter Number/File Reference:
	Insert details of the matter e.g.case name, file reference
	3. Law enforcement agency making the request:
	Insert name of agency e.g. unit, police force
	4. Prosecutions agency:
If relevant.
	Insert details of prosecutor, if matter still at investigation stage and not yet assigned, please note which agency will handle the prosecution
	5. Previous mutual assistance requests:
If relevant.
	Please provide details of any previous mutual assistance requests in this matter to any country. Include the name of the matter, the country, and date the request was made. 

	6. Current status of the matter: 
This will assist in guiding the foreign country about timeframes for provision of the requested assistance.
	Investigation/Prosecution/Other
Please include any court dates, if known e.g. the court has ordered the requested material be disclosed to the defence no later than X, trial is scheduled to commence on Y.

	7. Background:
The request must contain sufficient background and factual information to satisfy the foreign country that it is appropriate to provide the assistance requested.
The facts must make clear the link between the offence and the assistance sought from the foreign country. 
If it assists, attach a table setting out detailed information or a copy of the statement of facts/draft brief.
	Provide background information on the following:
the evidence that supports the alleged offences
the evidence that led to the need for the assistance (e.g. identification of an email account or a bank record)
the link between the alleged offences and the assistance sought

	8. Offences:
You need to provide details of each offence that is suspected/alleged to have been committed.
	Please provide the complete text of the relevant offence provisions, including the penalty provisions for each offence.  
Section, Act for each offence – either copied into this table, or provide as attachment to questionnaire. Be sure to include the penalty provision too.

	9. Personal particulars for each suspect/alleged offender:
	Full name. Where relevant, and to the extent known, please provide person’s name in its original language and/or script as this will aid the foreign country in identifying the person.
Aliases (if known)
Date of birth
Nationality
Passport Number
Current location (e.g. address, in custody.

	10. Assistance sought: 
Please take the time to consider exactly what assistance you need and why you are seeking it. Be clear, precise and specific and only ask for what you really need. 
Consider whether what you are seeking is critical to your investigation/prosecution and whether there are other avenues that can be pursued in the first instance (e.g. police‑to‑police assistance) to determine the value of material that may then be sought under a mutual assistance request to be admissible in court. 
	Please explain why you want each piece of material you are requesting E.g. ‘the telephone records are sought to show that X called Y on the morning of the alleged drug importation…’. This assists us to link the requested material to the specific offending being investigated / prosecuted.


	a. Requests for internet records:
If you are requesting internet records, you must include details about preservation. 
!! Preservation must be maintained until the foreign country provides material in response to the request or advises that no records are available. It is the responsibility of law enforcement to extend and/or maintain preservation requests.
	Preservation details for each account sought: reference number, date request made to the service provider, expiration date.
Please include all known details for each of the account/s seeking internet records from (e.g. unique identifiers associated with account, URL, mobile phone number etc) and the type of data sought (e.g. subscriber, non-content data, content data).
If seeking content data, it is likely a search warrant or production order will be required. As such, it is necessary to show a clear link between the offence(s) and the material being requested from the foreign country (e.g. the material being sought must go to assisting to prove an element of the particular offence(s) or lead to the identification of suspects. It is not sufficient to seek Facebook records because the suspect is known to have a Facebook page).

	b. Requests for witness statements/testimony:
Where the request seeks witness statements or testimony in domestic proceedings (in person or via video link) please provide personal particulars and all known contact information for each witness. 
This will assist foreign authorities to locate the correct witness and contact them to facilitate the assistance.
	Full name. Where relevant, and to the extent known, please provide person’s name in its original language and/or script as this will aid the foreign country in identifying the person.
Date of birth
Nationality and Passport Number (if known)
Address
Contact details (phone number, email address etc)


	11. Procedural requirements:
This applies in any case where asking the foreign authorities to obtain material that you may want to use in evidence in domestic proceedings. You need to tell the foreign authorities of any formal requirements necessary to ensure admissibility. 
You may provide a form or template and ask that be used so that the material provided will comply with domestic requirements.  
	Clearly set out any formal requirements needed to ensure that the material provided will be admissible. 

	12. Contact details of investigator: 
Provide the contact details of the law enforcement investigator who can be a contact officer if foreign police want to discuss the case.
A postal address is required for the Central Authority to send material to once obtained from the foreign country.
	Name, Title of investigator
Postal/Street address
Telephone number
Email address

	13. Previous contacts:
If there has been previous contact with the authorities of the foreign country (often on a police-to-police basis), provide these details. The Central Authority in the foreign country is likely to process a request more quickly if it knows where to send the request or who to contact in‑country for further information.
	Please provide any contact details for previous contacts with the foreign country e.g. name, title, address, phone number, email address. 

	14. Timeframes:
While the time taken to complete a request is dependent on the resources of the foreign country, it is helpful for the Central Authority to know so that they can liaise appropriately with the foreign country.
	Include any reasons for urgency or critical deadlines e.g. court dates.
 

	15. Confidentiality:
If you have particular reasons why the request should remain confidential (e.g. it involves a person who does not know they are under investigation), this should be stated in the questionnaire..
	If relevant, provide explanation of why you believe disclosure would jeopardise the investigation/prosecution.

	16. [bookmark: _GoBack]Agreement to pay for translation costs: 
If the request is to a country where English is not an official language, the requesting agency must provide an undertaking to pay for all costs associated with translation of the outgoing request and any material received in response to the request.
	If relevant, please indicate agreement to pay for translation costs. Please provide email contact within agency for provision of invoice for translation services.
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