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Fourth Annual PILON Cybercrime Workshop
"Combatting Cybercrime: Trends and Tools in a Changing World"

Nadi, Fiji
29 November - 2 December 2022
Presented by PILON in partnership with the Government of the Republic of Fiji &
with the support of the Australian Government's Cyber and Critical Technology
Cooperation Program and the Council of Europe

Workshop Details
Event 2022 Pacific Islands Law Officers’ Network Cybercrime Workshop
29/1/2022 - 2/12/2022
Time +
Tanoa International Hotel, Votualevu Road, Nadi, Fiji
Location
All times listed below are in Fiji Standard Time (FJST - GMT+12).
To provide Pacific officials the opportunity to take stock of emerging
Purpose trends and discuss strategies to ensure effective cybercrime legislation
and operational responses.
Presentations will be live-scribed and infographics published in a post-
Recording )
Workshop booklet. Photographs will be taken throughout the event.
Contact Information
for PILON-related matters, including for logistical and presentation
funding, feedback and suggestions: support during the Workshop event:
Sasae Walter - PILON Coordinator Lauren Murray - Workshop Coordinator

E: coordinator@pilonsec.org

E: Lauren.Murray@ag.gov.au

Rosarino Koi - PILON Assistant

Coordinator

E: a-c

Nicholas Wilson - Virtual Experience
Coordinator

rdinator@pilonsec.or,
SO e org E: Nicholas.Wilson@ag.gov.au

for venue and accommodation matters:

Sarah Kossatz - Logistics and
Tanoa International Hotel (venue) Programme Manager
E: international@tanoahotels.com E: Sarah.Kossatz@ag.gov.au
Ph: +679 672 0277




Day 1-29 November

Stocktake of Global Trends in Cybercrime

Time Event Description Presenters/Notes
8:30am Arrival and In-Person Registration
Attorney-General Linda Folaumoetu'i (Chair of
9:00am Opening Ceremony, Prayer and Virtual Welcome PILON Cybercrime Working Group, Attorney
General of Tonga)
Ms Tupou'tuah Baravilala (Acting Permanent
Secretary of Communications, Fiji)
9:45am Session 1: Opening Remarks and Keynote Presentation
Dr Tobias Feakin (Australian Ambassador for
Cyber Affairs and Critical Technology)
1:15am Group Photo and Morning Tea Break
Mr Wei Xian Tee (Council of Europe/interpol)
Session 2: Recent Trends in Cybercrime and Cyber-Enabled
Crime in the Pacific Mr Mfchael Crowe (Regional S?curity Advisor,
1:45am This session will review global and regional trends to assist with contextualising and Pacific Islands Forum Secretariat)
cooperations on emerging threats in the Pacific.
Sergeant Titimaea Nemaia (Samoa Police
Format: Panel discussion followed by Q&A Secondment Member - Pacific Transnational
Crime Coordination Center)
12:45pm Lunch
) A A N Mr Phil McEvoy (National Central Bureau,
Session 2 (cont.): International Cooperation on Emerging Threats Interpol)
- Child Exploitation Developments During the Pandemic
This session will discuss international cooperation under regional Mr Dean Chappell (Assistant Legal Attaché, FBI,
2:00pm frameworks and mutual assistance requests in combatting the evolving United States of America)
threat of child exploitation.
. R — et Mr Damian Rapira-Davies (Lead Operational
ormat: Lase Studies and Brainstorming Advisor, Digital Safety, New Zealand)
3:30pm Afternoon Tea
Session 3: Cybersecurity & Cyber Expertise - Countering New Dr Jeffery Garae (Chair, Pacific Cybersecurity
Threats Operational Network)
This session will consider recent trends in cybersecurity, regional . - )
4:00pm cybersecurity cooperation initiatives and discuss how legal and police Mr f:'noka Feter.lka (Pacific Islands Cﬁfefs of
professionals can work effectively with cybersecurity experts to investigate | Folice Secretariat, Cyber Safety Pasifika)
and prosecute cybercrime offences.
Chief Superintendent Kalisi Tohifolau (Tonga
Format: Panel Discussion followed by Q&A Police)
Day 2 Presenters please remain behind for next-
5:00pm Summary and Close yere P ’ : x
day briefing
Ms Ana Elefterescu (Senior Project Officer,
Council of Europe)
6:15pm Opening Reception

Ms Pirjo-Liisa Heikkila (Head of Political, Trade
and Information Section, EU Delegation for the
Pacific)




Day 2 - 30 November

Gendered Aspects of Cybercrime

Time Event Description Presenters/Notes
9:00am Prayer + Review of Day 1
Session 1: Talanoa - Gendered Impacts of Social
Media Ms Kira Osborne (Pacific Lead, Office of the
This session will discuss policy and regulatory responses to social eSafety Commissioner, Australia)
media and technology-facilitated abuse in Australia and the
9:15am Pacific. Ms Tajeshwari Devi (Fiji Online Safety
The focus will be on sharing operational approaches and other Commission)
recent strategies/campaigns, including engagement with law
enforcement on educational initiatives. Corporal Savenaca Siwatibau (Fiji Police)
Format: Short presentations followed by facilitated group discussions
10:15am Morning Tea Break
Session 2: Pacific Perspectives on Law Reform .
This session will discuss recent or notable cybercrime Mr A.ndrew Kele.SI (Deputy Director of
prosecutions and law reform from Pacific jurisdictions through a Public Prosecutions, Solomon Islands)
11:00am gendered lens, including where electronic evidence or image-
based abuselisiinvolved. Ms Josephine Advent Pitmur (Deputy
Secretary for Justice Administration, PNG)
Format: Presentations, followed by small break-out group discussions
12:00pm | Lunch
. . . . . Chief Superintendent Kalisi Tohifolau
Session 3: Strategies for Supporting Victims of (Tonga Police)
Cybercrime
This session will focus on building a holistic understanding of Ms Stephanie Chanelle Dunn (Legal Officer,
victim pathways through legal frameworks regulating cybercrime. Fiji Women's Crisis Centre)
1;00pm Participants will be invited to explore how a victim's experience Ms Lavonne Talei Goundar (Assistant
can be shaped by their access to support at various stages, as Counsellor Supervisor, Fiji Women's Crisis
well as the role of police and prosecutors in assisting victims to Centre)
navigate this process.
Ms Mercy Tamate (Prosecutor in Charge,
Format: Scene-setting presentations followed by an interactive Family and Sexual Offences Unit, PNG Office
exercise and audience discussion. of the Public Prosecutor)
3:30pm Summary and Close
3:45pm Next Day Presenter Briefing ONLY Day 3 Presenters required to attend
q q q ONLY Cybercrime WG members and PILON
4:15pm PILON Cybercrime Working Group Meeting v

Secretariat required to attend




Day 3 - 1December

Operational Tools

Time Event Description Presenters/Notes
8:45am Prayer + Review of Day 2
Session 1: The Changing Digital Landscape: . . o . .
. . L. . Ms Nicole Matejic (Principal Advisor, Digital
Safeguarding Pacific Communities in the Evolving Safety, Te Tari Taiwhenua - Department of
Online World Internal Affairs)
This session will consider the Pacific’s current digital engagement
9:00am patterns and how new technologies affect criminal behaviour Mr Jope Tarai (PhD Candidate, Australian
online, future trends and needs. What are our key risks and National University)
capacity-building needs, and how can law and justice officials
respond effectively to future trends? Mr Siosaia Vaipuna (Pacific Hub Director,
Global Forum on Cyber Expertise)
Format: Presentations with Interactive Polls and Audience Feedback
10:15am | Morning Tea
Session 2: Digital Evidence and Mobile Phones
This session will discuss challenges of extracting evidence from o )
10:45am mobile phones and procedural considerations which may affect Ms Rachel Morton (Digital Forensics
° adm|SS|b|I|ty of dlglta| evidence. Examiner, Australian Federal PO/iCG)
Format: Practical exercise and case study
12:15pm Lunch
Session 3: Working Effectively with Expert
Witnesses Ms Emma Jaber (Commonwealth Director of
This session will identify the types of electronic evidence which Public Prosecutions)
1:15pm may require explanation from a specialist. It will also suggest . .
P techniques and recommendations for presenting such evidence Mr M:chael Callaf) (CEO, Australian Fr‘f"Ud
persuasively in court. and Anti-Corruption Academy, Council of
Europe)
Format: Interactive Panel and Audience Discussion
2:15pm Afternoon Tea
Mr Michael Callan (CEO, Australian Fraud
Session 4: Focus on Financial Crimes: Key Issues and Anti-Corruption Academy, Council of
with Electronic Evidence in the Pacific Europe)
2:45pm This session will discuss best practice for investigating scams, . .
identity theft and common financial crimes. Mr R?z:m Buksh (Director FIU, Reserve Bank
of Fiji)
Format: Presentations followed by Group Brainstorm
Corporal Savenaca Siwatibau (Fiji Police)
4:15pm Next Day Presenter Briefing ONLY Day 4 Presenters required to attend
q Attorney General Su'a Hellene Wallwork
6:15pm Group Dinner y

(PILON Chair, Attorney General of Samoa)




Day 4 - 2 December

Bringing it All Together

Time Event Description Presenters/Notes
8:30am Prayer + Review of Day 3
Attorney General Linda S Folaumoetu'i
q 2 . Chair of PILON Cybercrime Working Group,
Session 1: Zyber Panel Discussion on Case Study (Chair yheren riing Garoup.
Attorney General of Tonga)
Outcomes
This session will invite two Zyber participants (1 police, 1
8:45 prosecutor) to present on the work they have done as part of the Mr Nixon Alten (Assistant Attorney General,
4oam Zyber ‘Fundamentals of Digital Forensics’ training course and share FSM Department of Justice)
the key learning outcomes from the session.
Format: Certificate Ceremony followed by two Presentations and Constable Gabriel Kirby Rongolaoi
Audience Q&A Fakatonu (Digital Forensics Officer-In-
Charge, Solomon Islands Royal Police Force)
10:15am Group Photo + Morning Tea Break
Session 2: Effective Legislation: Focus on Digital
Evidence
This session will discuss statutory interpretation, considerations Ms Elizabeth Watson (Senior Associate,
10:45am and Standard Operating Procedures for investigation and digital Ashurst)
evidence handling.
Format: Virtual Presentation with Facilitated Audience Discussion
Session 3: Case Study in Ransomware
This session will work through a variety of challenges facing a
1:15am fictional country, inviting the audience to brainstorm effective Dr Tawanda Hondora (Head of Rule of Law
’ solutions to tackling ransomware. Team, Commonwealth Secretariat)
Format: Presentation and Interactive Exercise
12:45pm Lunch
Attorney General Linda S Folaumoetu'i
q - q . . Chair of PILON Cybercrime Working Group,
Session 4: Pacific Cyber Stories: Legislation, ( v g P
. . . Attorney General of Tonga)
Electronic Evidence and Prosecutions
1:45 This session will invite both prosecutors and police to share Ms Tupou K Vainikolo (Crown Prosecutor,
: Ppm common areas of misunderstanding in trials dealing with electronic Criminal Division, Attorney General's Office,
evidence in Pacific jurisdictions. Tonga)
Format: Guided Discussion facilitated by prosecutors Ms Rachel Olutimayin (Director of Public
Prosecutions, Solomon Islands)
Attorney General Linda S Folaumoetu'i
2:45pm Final Reflections and Closing Remarks (Chair of PILON Cybercrime Working Group,

Attorney General of Tonga)

3:30pm

Workshop Closed




